Security Tips

All security related tips

* HOW DO | DIFFERENTIATE A PHISHING/SPAM EMAIL AND OFFICIAL ITD/IIUM ANNOUNCEMENT
* GOING ABROAD SELF-REGISTRATION (TO PREVENT I[IlUM E-MAIL BEING BLOCKED IN 5
COUNTRIES)



HOW DO | DIFFERENTIATE A

PHISHING/SPAM EMAIL AND

OFFICIAL ITD/IIUM
ANNOUNCEMENT

"ITD, HOW DO I?" TIPS OF THE WEEK : HOW DO | DIFFERENTIATE A
PHISHING/SPAM EMAIL AND OFFICIAL ITD/IUM ANNOUNCEMENT

GO subject) D “’D Enticing or Threatening Language or

ﬁpﬂﬂ@wgmsmm:) sometimes no subject at all.

UM Aesoamcamast <svounceiansun
Never trust an email based simply on ol b g »

@ U e e the purported sender. Cybercriminals
Similar messages were used to steal people’s persong

information. have many methods to disguise emails.

They understand how to trick their
victims into thinking a senderis
legitimate, when the email is really
coming from a malicious source.
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You might not be able to recsive new emails
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Thank you URL shorteners, such as Bitly, to bypass
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Copyright 2019 Ine. email filters and trick users, so be

cautious of clicking on shortened URLs.
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Login to IUM Staff Portal and go to “MyApps”

ADMINISTRATIVE / UNIVERSITY STRATEGIC

Click “Going Abroad Self-Registration” under
“ADMINISTRATIVE / UNIVERSITY STRATEGIC”
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3 Then, click “Add Visit”
Going Abroad W=

Visits Resetl Add Visit

Finally, choose your destination country, fill

4 in the Start & End date and click “Create”.
The registration will be completed, and you
will be able to access your IUM e-mail
during your visit.

Eait visit cancel | 23
Destination Country India
Date Start * Nigeria
Rusia
. South Africa
Date End Turkey
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